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At Total Training Provision we have a clear purpose; to 
innovate, influence and inspire others through high 
quality and purposeful education and training. Our 
flexible approach allows us to deliver bespoke and 
tailored programmes, designed to meet the specific 
needs of the learner.

From day one, the learner is at the heart of everything 
we do and we aim to ensure that the learner has the 
best experience possible.   Our onboarding process 
covers in-depth learner engagement though initial and 
diagnostic assessments ensuring each journey is 
prepped with individualised pathways, differentiated to 
meet learner needs and style.

For each learner, great consideration is given to past 
to experience and achievement, present needs
and future goals. This ensures that learners 
are equipped to reach their full potential.
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Qualification purpose: 
This single unit qualification is designed for learners to gain knowl-
edge about cybercrime. Learners will understand routine protective 
methods used to maintain cybersecurity including the principles of 
vulnerability and penetration testing and user access control.
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KNOWLEDGE MODULE - 

KNOWLEDGE MODULE -

Understand protective methods to maintain 
cybersecurity. 

Understanding cybercrime including common forms:1
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KNOWLEDGE MODULE -

Understand legislation and codes of conduct related 
to cybersecurity.
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    - Phishing: using fake email messages to get  personal 
       information
       - Stealing/misusing personal information (identity theft)
         -Hacking: accessing, shutting down or misusing 
            websites, networks and IT systems
             - Advocating terrorism-related acts
               -Email and internet fraud
                -Theft of financial or card payment data
                   -Theft and sale of corporate data
                    -Cyberextortion (demanding money to prevent a 
                       threatened attack)
                       - Ransomware attacks
                         - Denial-of-Service (DoS) attack
                          -Cryptojacking (where hackers mine 
                           cryptocurrency using resources they do not own) 
                           - Cyberespionage (where hackers access 
                           government or company data)
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