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ONLINE SAFETY / ~ ] AN
What is it? // 9 E \\
Online safety involves protecting your personal | \

information and being cautious about your online — |
interactions to avoid threats like malware, //%

cyberbullying, and identity theft. It includes using rogrrogers

strong passwords, keeping software updated, and XXX _

being mindful of the content you share and consume. ~_ V

o
Online Safety Issues
Cyberbullying Identity Theft
The use of digital platforms to harass, threaten, or Unauthorised use of personal information
humiliate someone, often causing emotional distress. for fraudulent activities.
Prevention: Encourage open communication Prevention: Use strong, unique passwords
and use monitoring tools. Qﬂ;@ T and enable two-factor authentication.
6 l.\
Phishing Attacks At ig Malware & Ransomware
Deceptive emails or messages tricking Malicious software that can damage systems
individuals into revealing sensitive information. or hold data hostage.
Prevention: Be cautious of suspicious links Prevention: Install and update antivirus software,
and verify the sender’'s authenticity. and avoid downloading from untrusted sources.
Online Predators m @ Data Privacy
. . . . . . N2 . .
Exploitation of vulnerable individuals, particularly Unauthorised access to and misuse
children, through online interactions. of personal data.
Prevention: Educate individuals about online Prevention: Regularly review privacy settings
dangers and monitor their online activities. and be mindful of the information shared online.
Inappropriate Content S Online Scams
Exposure to harmful or age- :_I Financial loss and personal information theft
inappropriate material. J through fraudulent schemes.
Prevention: Use content filters and Prevention: Be skeptical of too-good-to-be-true
parental controls. offers and verify the legitimacy of online transactions.

Find out more about being safe online here.
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https://www.getsafeonline.org/

ONLINE SAFETY

Health & Wellbeing
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Mental Health
Cyberbullying: Exposure to cyberbullying can lead to
anxiety, depression, and other mental health issues,
particularly among young people.
Screen Time: Excessive screen time can contribute to

stress and sleep disturbances, affecting overall well-being.

Physical Health
Sedentary Lifestyle: Prolonged use of digital devices can
lead to a sedentary lifestyle, increasing the risk of physical
health issues such as obesity and musculoskeletal
problems.

British values, such the rule of law, play
a crucial role in addressing online safety.
The Online Safety Act 2023 is a set of laws
designed to protect children and adults from
harmful content online. It imposes new duties
on social media companies and search
services to ensure user safety.
Key provisions include:

Protecting Children: Platforrns must prevent children
from accessing harmful and age-inappropriate
content and provide clear ways to report problems.
lllegal Content: Companies are required to
implement systems to reduce illegal activities and
remove illegal content promptly.
Transparency and Control: Major platforms must be
transparent about the types of potentially harmful
content they allow and give users more control over
what they see.

Regulation: Ofcom, the independent regulator,
oversees compliance and sets out codes of practice
for providers.

This Act aims to create a safer online
environment by holding platforms accountable
for the content they host and ensuring robust
protections for users.

Total Training Provision | Total Topics
February 2025 | Version 1

Read more about the Online Safety Act 2023 here.
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Online safety significantly impacts health and well-being in various ways:

Emotional Well-being
Positive Interactions: Safe online environments can
promote positive social interactions and support
networks, enhancing emotional well-being.
Negative Content: Exposure to harmful or
inappropriate content can negatively impact
emotional health.

By understanding and addressing these aspects,
we can create a safer online environment that
supports both mental and physical health.

POSITIVELY ONLINE
Discover top tips to support
child’s and family’s online
wellbeing here.

ONLINE SAFETY

EDI & British Values

Inequalities in online safety often stem
from various social, economic, and @9
gender-based factors such as:
Gender Inequality: Women are disproportionately
affected by online harassment and abuse, which
can lead to self-censorship or withdrawal from
online spaces.
Socioeconomic Disparities: Individuals from lower
socioeconomic backgrounds may lack access to
reliable internet and digital literacy education,
making them more vulnerable to online threats.
Age-Related Vulnerabilities: Younger users are
often more susceptible to cyberbullying, online
predators, and exposure to inappropriate content.
Whereas older adults may face challenges in
navigating online safety due to a lack of digital
literacy, making them targets for scams and fraud.
Geographic Disparities: People in rural areas may
have less access to high-speed internet and

cybersecurity resources compared to those in
urban areas.

Addressing these inequalities requires targeted
efforts to improve digital literacy, provide equitable
access to technology, and implement robust online

safety measures for all demographics.
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https://www.gov.uk/government/publications/online-safety-act-explainer/online-safety-act-explainer
https://www.nspcc.org.uk/keeping-children-safe/online-safety/online-wellbeing/positively-online/
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Safeguarding and online safety are crucial for protecting children and vulnerable
individuals from online risks such as cyberbullying, inappropriate content, and online
predators. Key measures include educating young people about online risks, using
parental controls, and providing clear reporting mechanisms for online abuse.
Organisations like schools and regulatory bodies play a vital role by integrating
online safety into curricula and overseeing compliance with safety regulations.
Support services, helplines, and practical guides also offer essential assistance and
advice. By combining education, technology, and support systems, we can create a

safer online environment for everyone.

Information, guidance and resources to help with safeguarding
and online safety can be found on the links below:
NSPCC
Safeguarding Network

Find out more about safeguarding at TTP here and
how you can report a concern.

ONLINE SAFETY
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Dlg ltql Digital and online safety involve protecting yourself and your devices
from various cyber threats. This includes using strong passwords,
being cautious of phishing scams, and ensuring your personal
information is secure.

Secure Your Devices
Antivirus Software: Install and regularly update

Be Aware of Online Threats antivirus programs to protect against malware.
Phishing Scams: Be cautious of emails or Firewalls: Use firewalls to block unauthorised
messages asking for personal information. access to your network.
Secure Connections: Avoid using public Protect Personal Information
Wi-Fi for sensitive transactions; use a VPN Strong Passwords: Use complex passwords and
if necessary. change them regularly.

Two-Factor Authentication: Enable two-factor
authentication for an extra layer of security.
Educate and Stay Informed
Digital Literacy: Stay informed about the latest
online threats and safety practices.
Parental Controls: Use parental controls to
protect children from inappropriate content.

By following these practices, you can enhance

your digital and online safety, protecting yourself
and your loved ones from potential cyber threats.

Read more top internet safety rules here.
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https://www.nspcc.org.uk/keeping-children-safe/online-safety/#help
https://safeguarding.network/content/safeguarding-resources/online-safety/
https://www.total-tp.com/about-us/safeguarding/
https://www.total-tp.com/report-safeguarding/
https://www.kaspersky.com/resource-center/preemptive-safety/top-10-preemptive-safety-rules-and-what-not-to-do-online

NATIONAL
APPRENTICESHIP
WEEK

The theme for National Apprenticeship Week

#NAW2025

10-16 February
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National Apprenticeship Week (NAW),
is the most significant event in the
apprenticeships and skills calendar, and is
held from 10th to 16th February 2025. This
week unites everyone passionate about

2025 is ‘Skills For Life’.

MONDAY

SKILLS FOR LIFE

Monday kicks of the 2025 start of
National Apprenticeship Week,
where we will be sharing
snippets of what to come Be
sure to follow us on our channels
to keep up with new content.

SKILLS

apprenticeships and skills to celebrate

their value, benefits, and opportunities.

EMPLOYER DAY

Join us for Employer Tuesday as
we celebrate the incredible
impact apprenticeships have on
businesses!

Expect good news stories, myth-
busting to challenge common
misconceptions, and insightful
facts and figures highlighting
the value apprentices bring to
the workforce.

APPRENTICE DAY

Learner Wednesday is all about
celebrating our amazing
apprentices!

Join us as we spotlight their
achievements, share inspiring
stories of success, and highlight
the positive impact
apprenticeships have had on
their personal and professional
growth.

FOR LIFE

WHAT NEXT

Ready to take the next step in
your career? On this day we're
celebrating progression paths
and showcasing the incredible
opportunities  apprenticeships
can unlock. From inspiring stories
of career advancement to
practical advice on what's next,
we'll be sharing everything you
need to know to reach your
goals.

WEEKEND

THE WEEKENDER

FRIDAY

CELEBRATION

Setting Strategic Direction
& Building a Budget

Join us for an interactive CPD
session led by an industry expert.
This session is designed to
enhance your leadership skills
with a focus on building and
understanding budgets that align
with and support your business

goals.

Let’s end National Apprenticeship Week on a high! This weekend, we're turning the spotlight on YOU - our
incredible learners. The Big Weekender is all about celebrating your achievements, milestones, and

apprenticeship journeys.

«¥ GetlInvolved:

Share your stories, successes, and what makes your apprenticeship special.
Post your celebration photos and tag us to spread the inspiration!

Join the conversation and connect with fellow apprentices across the country.

Let’s flood the weekend with positivity and show the world what makes apprenticeships so impactful.

We can't wait to see your amazing stories and photos!

Find out more about National

Apprenticeship Week here.
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Follow everything we are up to during National
Apprenticeship Week on social media.
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https://nationalapprenticeshipweek.co.uk/
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11TH FEBRUARY 2025

Safer Internet Day

Safer Internet Day is an annual event celebrated

globally to promote safer and more responsible Safer Internet Day 2025 takes place on the
use of online technology, especially among 11th of February 2025, and this year’'s theme

children and young people. It focuses on raising is ‘Too good to be true? Protecting yourself

awareness about internet safety issues like data and others from scams online .

privacy, cyberbullying, and digital identity.

The UK Safer Internet Centre
Ny UK Sofer has a more information on
! ) Internet Safer Internet Day along with

Cen.l.re a range of resources, top tips
and education resources. BBC Teach has a range of online

safety and Safer Internet Day
teaching resources that can be

get involved here.
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https://saferinternet.org.uk/safer-internet-day/safer-internet-day-2025
https://saferinternet.org.uk/
https://saferinternet.org.uk/
https://saferinternet.org.uk/guide-and-resource
https://saferinternet.org.uk/safer-internet-day-2025-top-tips
https://saferinternet.org.uk/safer-internet-day/safer-internet-day-2025/education-resources
https://www.bbc.co.uk/teach/articles/z6bbhbk#zx7wtcw

